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On Tap Today
Securing Government in a Digital World

• Cyber Security: 
– Global Picture
– Michigan

• Security in an ICT World
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• Security in an ICT World
– What’s hot, what’s not – 6 hot trends
– Michigan’s strategy

• Final Thought

But first, a real world look 
at security



Globally
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Nationally

4



• 19 agencies
• 52,000 state employees
• MDIT comprehensive 

role

Michigan
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role
• IT support provided for:

– 800+ critical business 
applications

– Over 56,000 desktops
– Over 1,300 telecom 

locations
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A Michigan Case Study

Cyber Attacks!
Daily Security Defense in 2008
• 714,495 email and spam
• 30,521 web defacement 

attempts
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attempts
• 16,592 scanning attempts
• 42,683 Internet browser 

compromise attempts



The Needs of Citizens
Are Changing
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And Government is
Changing, Too

• Data Sharing and Mining
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• Data Sharing and Mining
• Shared Government Infrastructure 

(expanded broadband)
• Data Center Consolidation
• Government Online (not citizens in line)
• Public / Private Partnerships

But are you secure in an ICT world?



For Government,
Stakes are High

• Public Confidence

• Ability to Deliver Services

9

• Ability to Deliver Services

• Productivity Dollars

• Online Investments

• Confidential Data

• Data Integrity

And some hot issues are 
escalating the risks



What’s hot…
Organized Cyber Crime is Exploding

Cyber Warfare

“You could fund an 
entire cyber-warfare 

campaign for the cost of 
replacing a tank 

tread…”

- Bill Woodcock

New York Times 

No longer just hackers out for kicks
• These are pros looking for $$
• Organized crime groups
• State sponsored activity

Cyber criminals have advantages…Cyber criminals have advantages…
• Lots of time and resources
• Only need to be right once
• Hacking tools easier to use, more effective 
• Very difficult to keep up with them

What’s not hot …?

Understanding of the scope of cyber threats



What’s hot…
Government budget cuts

State government 
IT spending is 
going down.  

Michigan cut $100 
Million (20%) in 
past three years.Why is security such a hard sell?  

Consider the politician’s view…

• Where do you cut money? Human services, 
education, IT security…
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• Return on security investment hard to prove
• New threats and challenges make the future 

unpredictable
• Most politicians don’t understand the security 

risks

What’s not hot …?

Executive buy-in.  Most IT organizations still 
struggle with selling the case for security.



What’s hot…
Securing portable devices

33%
The percentage of 

teleworking U.S. 
government 

employees who are not 
familiar with security 
guidelines for using 

wireless Internet

Why pay attention to this? 
Cool new tools are elevating risk.

• More devices carry critical information

• Devices are merging and attaching to your 
networks via wireless;
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networks via wireless;

• Security is often an after-thought  

• Configuration control, asset management, 
and other traditional disciplines are difficult 
to enforce

• Many get lost, stolen, thrown away

What’s not hot …?

Resistance to mobile workforce.  That ship is 
sailing, so get on board.



What’s hot…
Malware attacks

Worldwide 
Scope

One new infected 
web page occurs 

every 4.5 seconds

No warning. 
Minimal radar.  

August 2007 incident puts Michigan’s 
IT security to the test
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Minimal radar.  
No immediate fix.200 state employees 

took the bait

What’s not hot …?

Resilient infrastructure that can quickly respond when 
a remedy is available



What’s hot…
Protecting critical infrastructure assets

Energy 

Agriculture and food

Banking and finance

Water

Communications

Defense industrial base

Critical 
Infrastructures

Critical infrastructure 
vulnerabilities are real

• State sponsored hacking is growing
• Test your plan ( Cyber Security I & II)
• Countries are identifying and remediating critical 
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Information Technology

National Monuments

Transportation systems

• Countries are identifying and remediating critical 
vulnerabilities

• Governments need to be doing risk 
assessments for each critical sector 
(see www.DHS.gov/NIPP) 

What’s not hot …?

Retrofitting legacy equipment



What’s hot…
Changing culture thru security training

People are the 
weakest link in 

the security 
chain.

Cisco’s 2008 
Annual Security Report

Security depends on people, processes 
and technology

• Sometimes it takes a jolt
– 9/11 example
– Massive data breach Number one 
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– Massive data breach 
• Security starts with training the end user  

– www.Michigan.gov/cybersecurity
– www.Onguardonline.gov

What’s not hot …?

Employee training.

Number one 
challenge for all 

government 
organizations



Michigan’s 
Strategy
1. Include cyber security 

as an ICT Pillar

2. Conduct risk assessment

3. Build-in security from the beginning 
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3. Build-in security from the beginning 
(including contracts)

4. Think people, process, and
technology

5. Security awareness 
is key at all levels



Final Thought
Don’t allow fear, 
uncertainty and doubt 
(FUD) to dominate 
your cyber security 
program.
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program.

Learn to enable, not disable.


