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Market Size by Buyer

Significant fractions of the Homeland Security Market are not in the Federal space. Although the Federal
government captures roughly one third of the market, Federal policy is a strong driver for all other parts of the

market.

Total AddressableHomeland Securityvarket
(in $ Billions, per year)

International

Private
Sector

State,
Local, and Quadd 2 @ Q i

Federal Total Market

© MSIA 20091 Proprietary and Confidential

CIVITAS

G R O U P



Market Size by Mission Area

The estimated size of the Homeland Secuiyrket is $113 Billion per yeaxyith Cyber Security, Critical
Infrastructure Protection, and Border Security representing the largest mission areas. The U.S. portion of this
market represents about $60 Billion of addressable spending that may be captured by the private sector.

FY 2009 U.S. Addressable Market, by Mission Are
(total market = $60B)
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Market Attractiveness by Mission Area

The attractiveness of each market segment is a reflection of how much the segment can be expected to grow,
and how much of the market is potentially accessible. Only a certain percentage of the addressable market will
actually be accessible at any given tingghe remainder will have already been captured as part of ongoing
programs. Border Security, Cyber Security, and CBRN show the greatest growth potential (>2.5%), while Cyber
CIP (including Transportation) and Border Security have the most new contract opportunities (as a percentage c
the market size).
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Market Segment Profile: Cyber Security

Market Dynamics & Opportunity Areas

A Market Growth: ~7.4%

A Current growth is being driven by increasing IT secur
budgets and the ~$1"Billion Comprehensive National
Cybersecurity Initiative (CNCI).

A Homeland securityelated Cyber Security is currently
focused on protecting data contained within the .gov
domain (while IC and DOD focus on the .mil domain)
However, over the longun, spending is likely to
expand to the commercial environment as the
government recognizes its wider role in protecting
critical infrastructure and intellectual property from
attack.

A Information security jobs are highly secure, even in tf
current economic environment.

A Key unmet needs remain in the following areas withir
the CNCI:

R a[ SHHEII R¢ GSOKy2f 238 wgah

bradA2ylf {OASYyOS C2dzyRlI
Range, Air Force Research Laboratory)

R Trained human capital

Cyber Security

(Total U.S. Market: $15.9B)

m CNCI
m Defense
Civilian*

*Includes State & Local

e

l.j

Major Programs & Initiatives

A CNCI

A HSPER23/NSPE64 (January 8, 2008)
A DHS EINSTEIN (Intrusion Detection / Prevention)
A OMB Trusted Internet Connections (TICs)

A NSA TURBULENCE (classified)
A NESD 2t WSERY diaffifg@rowth

A2V 2 wt 1 Q bl aA2yLl f /
A [yOD In?ormation Tec%nology SecuriR//C&A Process

A 1Pv6 transition, potential impact of cloud computing, etc.

& 0 SNJ
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Market Segment Profile: CBRN*

Market Dynamics & Opportunity Areas

A Market Growth: ~5.8%

A High levels of Federal spending on nuclear and
biological detection systems; no major
procurements outside Federal government except
in NYC and Washington, DC.

A Major next generation detection technology
programs (ASP, CAARS, BioWatch) have been
captured. However, they are all programmatically
fragile.

D

A Handheld units are an important component of the
chem/bio market, but they have a fragmented
customer base.

A Key unmet needs remain in the following areas in
Biodefense:

R Medical countermeasure capabilities for biological

agents
R
R
R

Diagnostics and equipment

Decontamination capabilities

Forensic capabilities

CBRN
(Total U.S. Market: $6.2B)

1%

m Detection

B Protection

1 Medical Countermeasure

B Decontamination

= Material Control, Accountabity, & Site

Protection
m Readiness, Training, and Exerc

Forensics

Major Programs & Initiatives
A DNDO Advanced Spectroscopic Portal (ASP)

A DNDO Cargo Advanced Automated Radiography System
(CAARS)

A BioWatch
A BioSense

A DOD Chemical and Biological Defense Program (CBDP)/
Guardian

A DHS and USDA Aglefense
A PROTECT chemical detection installations

* While sometimes grouped in CBRNE, the major cousetosives programs are instead captured in the Transportation Securitymasa.

6
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Market Segment Profile: Border Security

Market Dynamics & Opportunity Areas

A Market Growth: ~15.4%

A Spending will stabilize at high levels (less growth tha
previous years).

—

—F

A Large opportunities have been captured (e.g., SBINe
USVISIT); however, DHS may expand efforts to include
the northern border.

A Additional barriers to entry are high in IT solutions:
strong reliance on EAGLE contractors for IT solution
such as the Automated Commercial Environment.

[2)

Border Security
(Total U.S. Market: $9.7B)

m Cargo

11% 14%

11% m |dentity

Management
Physical

m Immigration
Enforcement

A TSA and CBP continue to struggle in adopting
manageable registered traveler programs, presenting
potential opportunities for new solutions.

A Key unmet needs remain in the following areas:

R Expansion of SBINet or SBINke projects along the

northern border

R Integration of identity management solutions with

cargo security solutions

Major Programs & Initiatives

A SBINet

A usvisIT

A Integrated Deepwater Program

A Automated Commercial Environment/International Trade
Data System

A WHTI/GTPAT/FAST/NEXUS/SENTRI

A Maritime Domain Awareness

AL/I9Qa ¢! {

A Operation Stonegarden (Federal grants of $60m in FY20(

As5SLIioe 2F {GFrGdSQa . 2NRSNJ { §

9)
b O dz
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Overview of Michigan Capabillities




Homeland Security Spending in Michigakederal

Michigan ranked 31 among states receiving DHS federal contracts in FY 2007, suggesting there is space for
Michigan to increase the amount of DHS funds it receives.

Distribution of Federal Contracts
Place of Performance (FY 2007)

States Receiving the Highest
Amounts of DHS Funding

Total Obligated

VA $3, 062,600,687
DC $2,531,309,59C
CA $760,048,632

\ Ml $31,619,921
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Homeland Security Spending in MichigaBtate

Michigan ranked 11 nationally in Homeland Security Grant Program (HSGP) allocations in 286t funding
provides a base market of state and local agency buyers for Michigan companies, particularly those focused on
first respondersDetroit's designation as a Tier Il Urban Area (and subsequent need to compete for funding)
makes Michigan's base of grant funding somewhat less certain than Tier | areas (such as NY, LA, etc.).

Homeland Security Grant Program (HSGP)
Allocations by State (FY 2008)

States with Highest HSGP Allocations

Allocatior

CA $260,823,47
NY $233,090,42
AZ $151,891,81

\ Ml $36,984,12
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Michigan Key Capabilities

| AGAGF& DNRdzL) dzaSR (KS F2fft26Ay3 YSGNAROA (2 |aasSa:
and Commercial Presence.

wR&D & HighTech Facilitiegre-existing, nationally competitive academic and industrial R&D

facilities; number and type of higtech facilities, with an emphasis on advanced manufacturing
capabilities.

Inf wTransportation & Border Assetsommercial border activity, relative importance of border
nirastructure crossing points, border assets in terms of physical description (e.g., land, water).

wSmall Business Incubation Capacitigar paths for technology transfer and
commercialization, entrepreneurial activity, resources available to support innovation.

wFederal Government Relationaumber of earmarks, congressional representation.

wR&D Technical Expertiseumber of science & engineering graduates, number of jobs held by
science & engineering graduates, workforce expertise in specialized industries.

Labor Force wHigh Tech/Systems Engineering Workfora@imber of hightech jobs, ability to retain high
tech workforce, higktech job loss/creation.

wLabor Force Developmenitrength of university programs, with an emphasis on sciences and
engineering.

: wintegrator Presencepresence of integrator headquarters or key subsidiary/business unit.
Commercial g P g g y y

Presence wPresence of Mission Area Key Private Sector Play@tsence of headquarters or key
subsidiary/business unit of mission area key private sector player.
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Michigan Capabilities Infrastructure

R&D and Higkhl'ech Facilities

Michigan's R&D and higtiech facilities are concentrated in certain industries/institutions. Michigan's
UniversityResearchGorridor accounts for roughly 94% of total R&D expenditures by academic institutions in the
state. Private R&D capabilities, as well as hitgrth and advanced manufacturing facilities, are largely centered

on the automotive industry.

R&D Facilities High-Tech Facilities

A #2 State for Overall R&D Expenditures , : .
(govt., industry, and noprofit R&D) A #14 State for Noof HighTech Establishments

A 5 Unllversnplus.ter e R&D ETEMENmTs A 50%of North American Automotive Supplier
University of Michigan, Michigan State Base Located in Michiaan
University, Wayne State University g
A #1 State in Industrial R&Dtensity A92F GUKS wmn 22NIRQa |
(industrial R&D spending per dollar of gross Research, Product Development, or Productit
state product) Facilities in Michigan
CIVITAS
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Michigan Capabilities Infrastructure

Transportation and Border Assets

Michigan has the No. #1 international commercial border crossing. However, there is no notable presence of
Border Security or border technologglated companies clustering or locating in Michigan.

-
ol

Jf -F-l “I e '._r'--. -i} N N .
L |..-=/-'5? = e \ L« 5ault 5t Marie
- - L Y

Land Crossings e S

A #1 International Commercial Border Crossing, T
Ambassador Bridge A P

A Top 2 Commercial Border Crossings on U.S./Canada N
Border: Ambassador Bridge & Blue Water Bridge ';.

A #2 & #3 Rail Ports in North America; Port Huron & i r
Detroit MICHIGAN TN

A #1 State for Loaded Truck Container Crossings _ __
A #1 State for Loaded Rail Container Crossings _ Brue Watar Br.dg;;

Marine City.— .'

Water Crossings e gy

A = A 4 ol E!SLS}:tré:'lt :—Iu e E/L.
Adbmpn 0AffAZ2Y Ay ¢N}RS (KNRdIAK a)\omal;)””"“b NN
Port Huron, Sault St. Marie .

Aaz2aild 2F aAOKAIAlLYyQad TtTHM ahifs .2NRS_—-"’NJ_;M-G-K—---/--t--'yl-"'?e|- Aa

t
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Michigan Capabilities Infrastructure

Small Business Incubation Capacity

Michigan has designated state resources to support the advancement of entrepreneurial activity, as well as
established a network of business incubators and technology accelerators that are geographically dispersed

throughout the state.

aAOKAITFYyQa [FNESaG | wodE RIPHREIOWCET & NE A G A ¢

Sl Invention | Patents | New Patent A 12 SmartZones and 16 Business Incubators
University (2006% Disclosures| Issued | Applications
(2006) | (2006) (2006) A Michigan 2% Century Jobs Fund

University

of Michigan 288 A Michigan Life Sciences Corridor
Michigan .
State 4 156 21 148 A 24 TaxFree Renaissance Zones
University
Wayne How Does Michigan Compare?
State 2 50 12 23
University A #12 State for Top Business Climate

aAOKAIlFyQa &avYlft SN dzy A @S NE AA#S Siate for Pakentd ISsie@ 1 S8 02 vy (i N
to R&D and entrepreneurial activity:
A Kettering University TechWorks

A Lawrence Technological Universitgenter for
Innovative Materials Research
14 © MSIA 20091 Proprietary and Confidential C IV I TA S

G R O U P

A #25 State for Venture Capital Investments




Michigan Capabilities Infrastructure

Federal Civil Government Relations

The Dept. of Transportation was the largest designator of federal civil earmarks to Michigan in 2008, suggesting
possible economic stimulus opportunities in the areas of transportation security and critical infrastructure protectio

Federal Agency No.of Earmarks | Total Amount

Federal Government

TOTAL 201 131,320,000 . .
& Relations Overview
Dept.of Transportation 50 $32,689,000 — —
A Michigan #9State for Federal Civil
Dept.of Health & Human Services 34 $9,289,000 Earmarks (2008)
DEPEY SN 11 1808 000 A Michigan received 56 military earmark
Dept.of Housing & Urban Developmer 21 $6,742,000 from Dept. of Defense in 2005 of $15&
Dept. of Commerce 5 $6.,479.000 Mllllon in t_ota_lc the highest amount
given to Michigan from all of the
Dept. of Education 11 $3,714,000 funding agencies.
Dept.of Interior 7 $3,622,000 4 Representation on Congressional
EPA 5 $3,024,000 Committee for Homeland Security
) o ) Rep. Candice Miller
SmallBusiness Administration 6 $1,878,000
Dept.of Labor 4 $1330000 A Representation on House
Appropriations Committee Rep.
Dept.Of Agriculture 2 $1,196,000 Caro|yn K||patr|ck
Dept.of State 1 $694,000 A Defense Subcommittee
Institute of Museum & Librar§ervices 1 $143,000 A Transportation/Housing & e
Development Subcommittee
NASA 1 $133,000
15 © MSIA 2009 i Proprietary and Confidential C I V I TA S
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Michigan Capabilitie€ Labor Force

Skilled Labor Force and Labor Force Development

The University of Michigan is nationaldd y 1 SR I ONR & &

Ada

I OF RSYA O LINR3INJI

university system as a whole allows for Michigan to be competitive nationally in terms of its tegih and science
& engineering workforce. However, there has been a decline in engineering services jobs in recent years.

R&DTechnical Expertise

High-Tech/Systems
EngineeringNorkforce

A #4 State for No. of Engineering
Graduates

A #12State for Employed Science,
Engineering, and Health Doctorate
Holders

A #1 State for VehickRelatedR&D
A #2 State in R&D arifesting Labs
Employment

A #13State for SBIR (Small Business
Innovation Research) Contracts
Awarded

16

A #4 State for Size of Highech
Workforce

A #5 State irEngineering Services
Employment

ATd: 2F aAiGKdh3Il yQ
Workforce Stays in Michigan for thei
First Job

A #10State for Size of Life Sciences
Workforce

A NetHighTech Job Loss From 2005
2006: €) 1,800 Engineering Services
jobs

© MSIA 20091 Proprietary and Confidential

Labor Force

Development

A #26 National University, University
of Michigan

A #9Engineering Schodlniversity
of Michigan

A #12 Business School, University of
Michigan

A #11 Medical School, University of
Michigan

A #15Biological Sciences Program &
#13 Computer Sciences Program,
University of Michigan
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Michigan Capabilitie€ Commercial Presence

Mission Area Key Private Sector Players

Michigan has a subsidiary presence of several Homeland Security mission area key private sector companies. In
addition, the state also has a presence of specialized products/services companies in areas such as life sciences,

advanced manufacturing, and food safety.

*Mission Area Key Private Sector Players by HQ

17
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Michigan
A Lead System Integrator

A General Dynamics Land Systems
A TotalSales: ~$730.0 Mil (est. 2007)
A Employees ~7,300 (est. 2007)
A Keyprivate sector players in Michigan:

A -3 (subsidiaries)
A L-3 Avionics SystemsBorder
Security
A -3 EOTech Intelligence & Domestic
CT
A 1Cx (subsidiary)
A 1Cx Transportation Transportation
Security

A BioPortt CBRN

A While not necessarily mission area key private
sector players, there are a number of specialized
products/services companies in Michigan,
particularly in life sciences, advanced
manufacturing, and food security .
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Analysis of Key Opportunity Areas




Key Opportunities: Primary and Secondary Focus Areas

Primary Opportunities

A CyberSecurityand CBRNparticularlyBiodefensg shouldbe treated as primary
opportunties.

A

A

A

Michigan's strong capabilities most closely align with the requisite capabilities needed to capture programs/opportunitie
in these areas.

The accessible market for Cyber Security is almost 50% of the total market size and overall market growth is estimated
about 7.4%.

The accessible market for CBRN is between 15% and 20% of the total market size and overall market growth is estima
at about 5.8%.

Secondary Opportunities

A Civitas Group recommends that the areaBafrder Securitybe treated as a secondary
opportunity.

A

A

19

Attracting increased investment in CIP/Transportation Security will primarily be a government relations play (linked to
economic stimulus/infrastructure investments).

Capturingrecurrent testbed and pilot programs requires a large sponsor and may not bring new businedsestidd,
da odzZaAySaasSa R2y Qi ySSR G2 0SS t20FGSR 6KSNB (GKS& AYL
Othermission areas offer smaller, niche oportunities that should be evaluated for investment on-bycease basis.
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Cyber Security: CNGIComponent Capabilities & Key
Opportunities

Two longerterm focus areas within the CNCI offer opportunities for Michigan to leverage its
strengths:cyber securityeducation and development of "leap ahead" and next generation solutions
Next generation solutions wil be the focus of Federal and commercial R&D efforts, as well as
potential M&A targets for larger integrators.

Next Generation Solutions

Current Generation Solutions

Non-SignatureBased Detection
Deep Packet Inspection

Anti-Virus Management
Intrusion Detection and Prevention
Incident Response
Managed EAuthentication
Managed Firewall
Secure Managed Email
Vulnerability Scanning
Managed Tiered Security

RealTime, Simultaneous Storage,
Network, and Memory Forensics
(Risk Mitigation)
| NBERSYGAlIf SR ac¢
Exchange
Data Loss Prevention

——————
—1

Cloud Services

Internet Intelligence

Multi-Level Security
CIVITAS

G R O U P
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Cyber Security: Michigan Capabilities & Relative Importance

While Michigan, in general, has a strong base of R&D facilities and technical expertise, there are relatively few progndms
centers that are specifically cybéf 2 Odza S R @ ¢-t&ch wdrkérs and @réng IKbbridkce development programs,
especially at the university level, can potentially be used as a platform for pursuing Cyber Security opportunities reda@sict.

Cyber Security Capability Metrics Mapping Michigan Capabilitie® Relative Importance
R&D Facilities 0
HighTech Manufacturing Facilities e

Infrastructure Transportation & Border Assets e

Small Business Incubation Q

Federal Government Relations

R&D Technical Expertise

HighTech/Systems Engineering

Labor Force Workforce
Labor Force Development
Programs
Integrator Relationships O
Commercial Presence
Key Players in Mission Area O
Relative o N Low Medium | High |
Importance to Michigan Capability
Opportunity
21 © MSIA 2009 i Proprietary and Confidential C I V I TA S
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CBRN: BiodefenseComponent Capabilities & Key Opportunities

By far the largest opportunity within Biodefense is the research, developmani] procurement of medical
countermeasures to combat biological threat agents, including therapeutics and rapid diagnostitde key
capability gaps exist in decontamination and forensics, these areas offer limited opportunities.

Threat
Awareness

Prevention &
Protection

Surveillance &
Detection

Response &
Recovery

Key Capabilities

Intelligence Collection,
Analysis & Dissemination

Red Teaming

Policy/Capability Net
Assessment

Vulnerability Assessments

CIP-based Detection

Environmental Detection

Next Gen
Systems in
Development

Disease Surveillance

Forensic Analysis/Attribution

Planning, Training &
Exercises

Medical
Countermeasures &
Devices

Capability
Gaps

Decontamination
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Biodefense: Michigan Capabilities & Relative Importance

aAOKAIAlIYyQa adNBy3I wg5 FLFEOAEAGASAT O2dzZlJf SR ¢AGK AdGa Omgdl
can be used as a platform to encourage the continued development of Biodefegis¢ed specialized product/services
companies in the state.

Biodefense Capability Metrics Mapping Michigan Capabilitie® Relative Importance |
R&D Facilities
HighTech Manufacturing Facilities e

Infrastructure Transportation & Border Assets | e I
Small Business Incubation Q

Federal Government Relations

R&D Technical Expertise

Labor Force

Workforce

Labor Force Development
Programs

HighTech/Systems Engineering o

Integrator Relationships O
Commercial Presence
Key Players in Mission Area O I |

Relative . ) Low Medium | High |
Importance to Michigan Capability
Opportunity
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Way Ahead




MiSN¢ Draft Overview of Business Plan: Solution

Need anorganizational entity to forward the development of the Homeland Security sector in the
state.

Growing the Homeland Security sector in Michigan will require a focus on:

ACapital Formation AMarketing Expertise
ANetworking ASector Specific Consulting
Alncubation Capabilities ACreation of Statevide Sector Database Asse!

To provide that focusa new organizatiort
theda A OKA 3| WNetworkéOMBNx G &
will serve aghe organizational platform
to accelerate growth in keyHomelandSecurity focusareas.

25 © MSIA 20097 Proprietary and Confidential C I V I TA S
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MiISN:StrategicFocus

The strategic focus dhe MiSN would beon the key target sectors, but should also be sufficiently flexible to allow
for participation of companies from other sectors.

By focusing on key sectors in which Michigan has a leverageable technology advantage, the ste
can expand its economic base by:
1. Building on existing technology infrastructareesearch institutions, manufacturing

expertise, incentive programs, incubators

2. Leveraging its workforce

3. Working to attract and grow small and rrsized companies

BIODEFENSE CYBERECURITY BORDERECURITOTHER

Key Target Sectors

CIVITAS
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Implementation

\
Michigan
Security
Network
[ I I : I I ]
N N N A N N N
Branding, LS| Network - State Securit
Incubator Capital Marketing & Building iggizl;;tr']rége Sector Di?;ég; e
Outreach Initiative Network
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Conclusion

A TheHomeland Security Market is large, stable and growing. The market, in aggregrec
represents annual spending of $113 billion that is addressable by the private sector.

A The markets for the Chemical, Biological, Radiological, and Nuclear Threats (CBRN),
Securityand, to a lesser degreBorder Security mission areas represent significant
growth areas due to several higiiofile, wellfunded initiatives at the Federal level.

A There are key areas within each of these three markets that Michigan can leverage
current strengths in order to encourage economic development:
o Michigan can position itself to develop Cyber Security capabilities that meet current gaps i

the Cyber Security market, including new technologies and developing a-highikgd
workforce.

o Michigan can potentially leverage its biotechnology and pharmaceutical capabilities to dev
unique Biodefense solutions in pharmaceuticals and diagnostics for the Federal governme

o Michigan can leverage its unique geographic position at the center of the largest U.S. bilat
trading relationship and its strong systems engineering workforce to develop border securi
solutions and establish relationships with key players already irsfiaise
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Backup Slides




Implementation: Incubator and Capital

—_—

Michigan

Security

| Network
S —

Branding,

LSI Network
Incubator Capital Marketing & Building
Outreach

Consulting
Assistance

| Initiative

State Securit Sector
STl Database
Network

Incubator

TheMiSN will have securityfocused incubator at
the center of the enterprise. The incubator should
focus on earlystage technology firms in the key
target sectors and should provide services in three

skill areas:

1. Business Assistance
2. Sector Expertise
3. Capital Raising

The incubator should be housed in a technology
\ focused geographical area. /

e ST

The success diie MiSNwill require meritbased

access to several types of easfiage capitalThe

MiSNwill createa system in which capital can be
accessed from a variety of sources:

1. Traditional Venture Capital

2. Corporate Support

3. State Seed Capital Assistance and Matching
Programs

. /
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